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ZIGBEE BASED SMART LOCK SYSTEM

Aditya Ashok Darekar, Ashish Dineshkumar Joshi,Vinaykumar Rajeshwar Gadewar ∗

Department of Instrumentation Engineering, DYPIET, Pimpri, Pune-18

In this paper, we propose a smart digital door lock
system for hotel rooms. The door lock is the first
and last thing people come across in entering and

leaving the rooms. Security has became a major prob-
lem nowadays, the security monitoring systems today
needs to make use of latest technology. In hotels there
exists a self-service check-in system to allocate a par-
ticular room for the customer for a specific period of
booking. we are looking to implement a smart digi-
tal door locking mechanism, where the customer can
lock/unlock the door of the room allocated to him
only for specified duration using an application on
customers mobile. A smart digital door lock system
is equipment that uses the digital information such
as a secret code, smart card, and finger prints as the
method for authentication instead of the legacy key
system. In our proposed system, a ZigBee module is
embedded in digital door lock which can be operated
by the application in customers mobile through In-
ternet of Things (IoT) based gateway (Raspberry Pi,
Zigbee) and mesh networking technology. The wire-
less signal from the users mobile or tablet is been re-
ceived by the zigbee receiver module which gives com-
mand to the microcontroller to access the smart lock.
The lock can also be operated by manual key as well
as from backend server.

keywords

Keywords :Door Lock Security, Raspberry pi, Zigbee,
Arduino, Wireless sensor network, Android, Smartphone.

INTRODUCTION

Nowadays safety is very important as security describes
protection of life and property. Besides the traditional
method door that used a key can be easily opened by an
unauthorized person or burglar if they have the right key.
Thiswill allow them to steal the entire valuable things.
The telecommunication technologies become wider and

more new features exist to make human life better. This
project presents a prototype of smart door lock which can
be used to enhance the security of doors in hotels. We
are using zigbee, a new developing protocol for wireless
sensor networks based on the IEEE 802.15.4 specification
with low cost and low power characteristics. The user can
have access to the smart lock with android app through
zigbee gateway and mesh networking technology.

1 Review of previous work

Previously the locking system was based on wired tech-
nology, RFID cards, GSM module, BLE technology, Pass-
word based system. All of them have some advantages
and some disadvantages to overcome them new technol-
ogy based smart lock is generated which can work wire-
lessly and make the system more secure.

1.1 Objective

To provide security to user and his valuable things. To
access the doors using RFID tags or BLE or keypad based
system. To makeuser more comfortable by eliminating
manual keys.

1.2 Probable outcome/Conclusion of
project

Security of the system is maintained and only authentic
user can have access to the system for specified duration
The smart lock can be locked/unlocked only by theusers
mobile with the security code provided by the hotel. In
case of Emergency the lock can be accessed by the back-
end server of the hotel.

2 Literature Review

2.1 Introduction

Security represents protection of our life and assets. En-
suring safety of peoples and their valuable things is very
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important for the prevention of illegal handling. Hence,
mainly focusing on door lock security or gate security is
very important to avoid the further problems in monitored
area. Even with the use of mechanical locks, the crime,
robberies get happened due to the fact that such locks
were easily broken. So, there is a need to invent other
kind of locks which cannot be easily broken. So, many
authors present different kinds of digital door locks, au-
tomatic password based door locks, software based door
locks etc. which have been widely used in houses and
offices. The prevention of unauthorized entry into build-
ings through the main doors is done by using ordinary,
electronically operated locks. Nowadays, advanced au-
tomatic door security systems are available with the use
of wireless sensors, PIR sensors, RFID techniques, smart
cameras and many more that helps people to make their
home or organizations secure from long distance. The
security sectors are experiencing various as it has never
seen before. So demand is to audit the authenticity of
currently available systems and need is to research for the
creation of more reliable and good systems which operate
smartly with no more efforts.

2.2 Historical Background

The Industrial Age ushered in a new era of sophisticated
locks and further established the security savants. The
idea of an intuitive lock that would only open for a certain
person at a certain time took off in the late 20th century.
Tor Sornes patented the first electronic keycard lock in
1975, opening a new market for programmable locks. In
recent decades, electric locks have made use of all kinds
of authentication methods, from passwords to biometric
data like fingerprints. Digital keys like security tokens
and RFID tags have given us a world where blasts of
infrared light or sequences of ones and zeroes will open
doors.

3 Literature Gap/Scope of work

The current situation is we are dealing with the security
issues in hotels as customer wants more security as of
it is now. The Internet of Things (IoT) will grow to
approximately 212 billion devices by 2020, a number
that includes 30 billion connected devices. Zigbee is a
very promising feature in front of it to provide efficient
energy harvesting techniques and more secure way of data
transmission. By rapid rise in home networking, Zigbee
would provide revolutionizing statistics in the upcoming
era. This Zigbee network will help us to develop the
more secure security system which will fulfill customer
requirements. Zigbee can also be used in areas such as

defense, national security, monitoring and control etc. It
leads to the cheap wireless technology, so that it can be
used widely for low rate data transfer.

3.1 Problem statement

As the security becomes the most important part for an
individual while staying in hotels there are so many com-
plaints about security issues from customers. To over-
come these security problems in hotels we design a secure
smart locking system using zigbee mesh networking with
raspberry pi to operate the lock from customers mobile
itself.

3.2 Objective of present work

To develop a smart door lock system in hotel rooms for
customers. To create a wireless communication network
through using zigbee mesh networking technology. To ac-
cess the smart lock using android phones through Internet
Of Things (IOT) based gateway (Raspberry Pi, Zigbee).

4 Methodology

ZIGBEE
Zigbee is a wireless communication module which use
IEEE 802.15.4 standard. 802.15.4 is a IEEE standard for
low power applications of radio frequency. It can be used
as a transmitter and receiver both. It used serial com-
munication to send and receive data. Zigbee alone can’t
do any thing. You have to interface it with some intelli-
gent device like microcontrollers, Arduino and computer.
Because they all support serial communication and they
all have serial port to send and receive data. It can also
communicate with other Zigbee to form a mesh network.
Mesh networking is the powerful way to route data. Zig-

Figure 1: ZigBee Secure Mesh Network

bee is type of wireless mesh network that is completely
unlike any of its predecessors. In a meshnetwork, every
device acts as a relay to send and receive information.
Zigbee modules are small RF devices that transmit or
receive data over the air using radio signal. Commands
travel by relay through the network of devices until they
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reach their intended destination. Wireless capability is
essential where no cables can be installed. The base sta-
tion consist of a raspberry pi. It has variety of interfacing
peripherals including HDMI port, USB port, 1 GB RAM,
SD card storage and 40 pin GPIO port for expansion. It
can be connected to computer through wifi. The unique
identification code sent through wifi connected mobile
goes to the raspberry pi which is acting as a gateway. The
signal from gateway is then transmitted through zigbee
transmitter to zigbee receiver. Receiver will send the sig-
nal to arduino which will open or close the smart lock.
Mesh networking is a powerful way to route data. Range

Figure 2: ZigBee Secure Mesh Network

is extended by allowing data to hop node to node.The Zig-
Bee Protocol defines three types of nodesCoordinators,
Routers and End Device, with a requirement of one Coor-
dinator per network. While all nodes can send and receive
data, there are differences in the specific roles they play.
Coordinatorsare the most capable of the three node types.
There is exactly one coordinator in each network and it
is the device that establishes the network originally. It
is able to store information about the network, including
security keys. Routersact as intermediate nodes, relaying
data from other devices. End Devicescan be low-power /
battery-powered devices. They have sufficient function-
ality to talk to their parents (either the coordinator or a
router) and cannot relay data from other devices. This
reduced functionality allows for the potential to reduce
their cost.

Conclusion

It was observed that the developed instrument gives per-
fect measurement of angle in both the direction.
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DIGITIZATION OF GONIOMETER
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INTRODUCTION

Hand assessment is a process of examination
by which the quality of a patient’s hand func-
tion is quantified and judged. The assessment

helps to define the patient’s problem and is the foun-
dation for selecting and directing treatment. Evalu-
ation of the hand through precise measurement will
decrease subjective judgments and increase the ther-
apist’s ability to obtain reproducible findings and
meaningful results. Authors report that the measure-
ment of range of motion is the determinant param-
eter used in the evaluation and in the physiother-
apy follow-up of patients with hand disability. The
range of motion evaluation is necessary for the defini-
tion both of the propaedeutic and of the prognosis in
the individual submitted to hand rehabilitation. The
amount of motion that is available at a wrist joint is
called the range of motion (ROM). To determine the
normal range of motion (ROM) or angle of the wrist
joint via the performance of active joint motion by
subject’s during the evaluation allows the examiner
to screen for abnormal movements and find informa-
tion about the subject’s willingness to move. Among
objective assessment processes, the measurement of
joint range of motion (ROM) is one of the most em-
ployed analyses. This type of procedure allows inves-
tigation of joint restrictions during motion or static
postures. Devices often used by healthcare profession-
als to measure ROM, such as goniometers, inclinome-
ters, flexi meters, and electro goniometers. The go-
niometer is widely employed in clinical practice. The
clinical practice of hand therapy is both an art and
a science, a process of subjective and objective clin-
ical decisions. To date, no standardized, universally
accepted hand evaluation battery is available.

1 NEED OF STUDY

Hand therapy is very important part for treatment and
is difficult to gain strength, ranges and for which vari-
ous techniques have been developed for faster recovery.
Generally while evaluating hand we assess the patients
ROM and strength and give required treatment accord-
ing to the patient’s condition. The manual goniometry
method is widely used in physiotherapy clinics for eval-
uation of the range of motion. The advantages of this
method include low cost of the instrument and ease of
measurement, which depends almost exclusively on the
examiner’s prior experience. The reliability of the univer-
sal goniometer, as a measuring instrument for the joints
of the upper and lower limbs, is considered good to excel-
lent, although there are rare equipment’s that are useful
in assessing and giving biofeedback to the patient and to
the therapist to keep check on the improvement of ranges,
for better outcome. Re-valuation after treatment is time
consuming and hence there should be a device that can be
used simultaneously to keep check on the ranges during
treatment. There are rare equipment’s that can be used
as a biofeedback for hand therapy, if available they are
huge, costly, not portable and most of them are depen-
dent on electricity. In this study, we have developed a
concise hand rehabilitation board which is cost effective,
portable and can be used for assessment, reassessment
, biofeedback and strengthening, for hand movements.
It also consists of peg board, hoop and loop fasteners,
buttoning and unbuttoning, zipping and unzipping, which
are mostly used in hand rehabilitation. This device is
useful because of its overall assessment and management
as in all in one concise tool. It is compact and easy to
use. The purpose of this study is to determine the reli-
ability and validity of the newly develop a concise and
portable equipment that can be used as in whole for as-
sessment and treatment ,The advantages of these board as
compared to other devices is that it does not require elec-
tricity supply, easy application, portability, light weight
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and overall involvement of equipments required for hand
rehabilitation .The hand rehabilitation board is a new ver-
sion of the universal goniometer for hand, with enhanced
versatility, as it allows for the measurement of the joints
in a motion plan. The device may be used in clinical and
occupational environments.

2 AIM OF DEVELOPMENT

To examine reliability and validity of newly developed
hand rehabilitation board.

3 OBJECTIVES

1. To examine inter-rated and intra-rated Reliability of
concise Hand rehabilitation board.

2. To co-relate concise hand rehabilitation board with
existing universal goniometer to establish the validity.

4 PROCEDURE

Subjects were selected in the study, according to the in-
clusion criteria, written informed consent is to be taken.
The consent form will be read and signed by the subjects.
The wrist range of motion includes flexion, extension
and ulnar and radial deviation .The flexion, extension and
ulnar and radial deviation will be assessed by the hand
rehabilitation board and also with the half circle universal
goniometer on the subjects. The measurements would be
taken on the dominant hand. For Intra-rated reliability
refers to the consistency of measurements performed un-
der similar assessment conditions at two separate times by
the same examiner (test-retest) using hand rehabilitation
board. For Inter-rated reliability, on the other hand, the
consistency of measurements carried out by two different
examiners was done on the same individual with the in-
struments.The validity can be checked by comparing the
values with the universal goniometer by formal methods.
Further the data was collected and analyzed by correla-
tion coefficient and standard error of measurement with
95 percent confidence interval by calculating the mean
and standard deviation of the two trials.

5 DIGITIZATION OF GONIOMETER

5.1 COMPONENTS USED

• Accelerometer sensor
• Microcontroller Arduino
• Power supply 9v
• Rotary potentiometer
• LCD display

5.1.1 Accelerometer sensor

Accelerometers have multiple applications in industry and
science. Highly sensitive accelerometers are components
of inertial navigation systems for aircraft and missiles.
Accelerometer is used to detect vertical moment of hand.

5.1.2 Microcontroller Arduino

A microcontroller contains one or more CPUs (proces-
sor cores) along with memory and programmable in-
put/output. Arduino board designs use a variety of micro-
processors and controllers. The boards are equipped with
sets of digital and analog input/output (I/O) pins that may
be interfaced to various expansion boards (shields) and
other circuits.

5.1.3 Power supply 9v

A power supply is an electronic device that supplies elec-
tric energy to an electrical load. The primary function of
a power supply is to convert one form of electrical energy
to another.

5.2 Rotary potentiometer

A potentiometer is a three-terminal resistor with a sliding
or rotating contact that forms an adjustable voltage divider.
If only two terminals are used, one end and the wiper, it
acts as a variable resistor or rheostat. Rotary potentiome-
ter here is used to measure the horizontal movement of
hand.

5.3 LCD display

LCD (liquid crystal display) is the technology used for
displays in notebook and other smaller computers. Like
light-emitting diode (LED) and gas-plasma technologies,
LCDs allow displays to be much thinner than cathode ray
tube (CRT) technology.

6 Working

Basically the prototype is constructed for measuring phys-
ical movement of hand. For this we are using accelerome-
ter sensor for measuring Y-degree movement of hand and
rotary potentiometer for measuring X-degree movement
of hand. The output from these sensors is provided to
the microcontroller. The microcontroller will display the
degree movement of hand within the range of positive
0 to 90 degree as well as negative 0 to 90 for Y-degree
movement and positive 0-70 as well as negative 0-70 de-
gree for X-degree movement on the LCD display. The

6
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Figure 1: Block Diagram

“Arduino IDE” software is used for programming of mi-
crocontroller which will convert the analog signal from
rotary potentiometer into digital one and displays the
X-degree movement on thr LCD display. Similarly the
output from accelerometer is used for displaying Y-degree
movement of hand. A 9V DC power supply is required
for the operation of electronic circuitry.

7 Photographs of Developed
Instrument

Figure 2: DigitalGoniometer

Conclusion

It was observed that the developed instrument gives per-
fect measurement of angle in both the direction.

Figure 3: Y-sensor and Y-movement reading

Figure 4: Measuring horizontal movement (x) of Hand

Figure 5: Movement (x) degree reading on display

Figure 6: Movement (x) degree reading on display
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ATM TRANSACTION WITHOUT DEBIT CARD

Mrs R S Deshpande, Chetna Sharma, Sayali Sonawane, Sayali Kawarkar, Rama
Umarjikar ∗

Department of Instrumentation Engineering, DYPIET, Pimpri, Pune-18

An automated teller machine (ATM), also
known as a cash point, cash machine or some-
times a hole in the wall in British English is

a computerized telecommunications device that pro-
vides the clients of a financial institution with access
to money transactions in a public space without the
need of any human interference. ATMs are known
by various names such as -ATM machine, automated
banking machine, etc. ATM systems held by particu-
lar banks using an ATM, customers can access their
bank accounts in order to withdraw the cash, credit
and debit card balance enquiry, check their account
balances. The money will be converted at a whole-
sale exchange rate if the currency to be withdrawn
from the ATM is different from that which the bank
account is denominated .ATMs can also provide the
best possible exchange rate for the foreign travellers
and are heavily used for this purpose as well.

Index Terms:

Index Terms: :Card less, OTP, Database verification.

INTRODUCTION

In this the person at ATM request for the PIN of account
holder through SMS as it uses encrypted messages. Then
he will enter the PIN through keypad which will be dis-
played in LCD. After this the account holder will get a
call through IVRS in which he will confirm his PIN and
the amount to be withdrawn.

1 BLOCK DIAGRAM

BLOCK DIAGRAM DESCRIPTION

Figure 1: ATM TRANSACTION WITHOUT DEBIT CARD

1.1 POWER SUPPLY

It supplies the required power to the microcontroller.

1.2 MAX232

MAX232 from Maxim was the first IC which in one pack-
age contains the necessary drivers (2) and receivers (2), to
get used to the RS-232 signal voltage levels to TTL logic.
It requires only one voltage i.e. +5v and it generates ap-
prox. -10V and +10V internally. This helps to reduce the
complexity in the design of the circuit. To perform these
functions, a GSM modem must supports an “extended
AT command set” for sending or receiving SMS.(6) The
modem needed only 3 wires i.e. ,TX, RX and GND, to in-
terface with Microcontroller/ Host PC it does not require
power supply. The built in Low Dropout Linear voltage
regulator supplies 4.2V -13V power supply.

1.3 LCD

A liquid crystal display (LCD).It is a flat panel device
which is use to display some electronic visuals as well as
videos. Direct light is not emitted by the LCs. LCDs are
used in several applications such as- computer screens,
television, aircraft cockpit displays, etc.

8
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1.4 GSM Modem

A GSM modem can be a dedicated modem device with
serial, USB or Bluetooth device, or it can be a mobile
phone that provides GSM modem capabilities. For the
purpose of this document, the word GSM modem is used
as a broad term to refer to any modem that supports one
or more of the protocols in the GSM unit, including the
2.5G technologies GPRS and EDGE, as well as the 3G
technologies WCDMA, UMTS, HSDPA and HSUPA.

1.5 IVRS

Through the use of voice and DTMF this technology
allows the computer to interact with humans. In telecom-
munications, IVR allows subscribers to communicate
with a company’s database through a telephone keypad or
by speech recognition, after which they can service their
own queries by following the IVR dialogue. IVR systems
directs user on how to proceedthrough responding with
pre-recorded or dynamically generated audio . IVR appli-
cations can be used to control almost any function where
the interface can be broken down into a category of the
simple interrelations.

1.6 KEYBOARD

The keypad is a set of buttons arranged in a block which
has digits, letters on it. The keypad switches are con-
nected in matrix of row and columns. Keyboards are

Figure 2: ATM KEYPAD

the most widely used input device of the controller. At
a lower level, keyboards are aligned in matrix form of
columns and rows. Through ports CPU accesses both
columns and rows. A row and a column make contact
when a key is pressed: otherwise, there is no connection
between them.

1.7 DTMF

Previously the locking system was based on wired tech-
nology, RFID cards, GSM module, BLE technology, Pass-
word based system. All of them have some advantages
and some disadvantages to overcome them new technol-
ogy based smart lock is generated which can work wire-
lessly and make the system more secure.

2 CIRCUIT DIAGRAM

Figure 3: CIRCUIT DIAGRAM

3 CIRCUIT DIAGRAM
EXPLANATION

With the supply of power, all the components get ON and
all the circuits get reset. The GSM module gets initialized
and the program stored in starts executing. Initially the
display, displays 2 options where the person has to select
the option which says “without debit card”. After selec-
tion of the option, the user is expected to enter the account
number and the amount of money to be withdrawn. After
the insertion of the data, the IVRS circuit initiates a call
to the actual account holder which will verify the given
information through data base and if matched, the user
then verifies the data and then an OTP is generated which
will be entered by the withdrawer and the person can now
have the money.

4 Flowchart

9
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Figure 4: FLOWCHART

5 EXPECTED RESULT

The product of this project is to withdraw money from
ATM Machine through Mobile. In this project the ordi-
nary ATM card is replaced by mobile phone for a safer
system than existing system. The projects aim for a se-
cured transaction and facilitate the people who don’t owe
a debit card having money is satisfied.

6 FEATURES

Inexpensive 3.58 MHz time base. Single 5v power supply.
Power down and inhibit modes.

Conclusion

ATM transaction without debit card is performed satis-
factorily. Microcontroller stores and processes the data
base entered by the client. The database taken from the
client is verified, calls and OTP is generated. If the data
and OTP matches, transaction is made successful. This
system provides maximum security to the client’s data
by reducing the complexity in the system. The feature
makes the base for future system.
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